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Abstract—.RSA cryptosystem is the most commonly used 
public key cryptosystem. It is the first public key cryptosystem. 
The strength of this cryptosystem is based on the larger key 
size. There are many algorithms and variants of RSA. In RSA, 
encryption keys are Public, but decryption keys are not, so 
only the person with the correct decryption key can able 
convert cipher into decipher or encrypted message. The keys 
must be making in such a way that the decryption key may not 
be very easily deduced from the public encryption key. In this 
paper, we have proposed a implementation of some modern 
variants of the RSA algorithm. In our proposed cryptosystem, 
the encryption is faster in comparison to current RSA 
Cryptosystem. Also our proposed cryptosystem is more secure 
against low decryption exponentiation attack, because we are 
using a large value of d and in our proposed cryptosystem 
computation of the plain text from the cipher text are done by 
applying the Fermat’s theorem. 
 
Keywords— Public Key Cryptography, RSA Variant, Data 
Secrecy, modular multiplication, Fermat’s theorem. 
 

I. INTRODUCTION 
In this age of universal electronic connectivity, the 
electronic fraud is a matter of concern. There is indeed need 
to store the information securely. This has led to a 
heightened awareness to protect data and resources from 
disclosure, to ensure the authenticity of data and messages, 
and also to protect systems from network based attacks. 
Cryptography plays a central role in mobile phone 
communications, electronic commerce, sending or receiving 
private emails, transaction processing, providing security to 
ATM cards, securing computer from unauthorized access, 
digital signature and also touches on many aspects of our 
daily lives. Cryptography consists of all the principles and 
methods of transforming an intelligible message called 
plaintext into one that is unintelligible called cipher text and 
then retransforming that message back to its original Form. 
In modern era, the cryptography is considered to be a 
branch of both mathematics and computer science. It is also 
affiliated closely with information & communication theory. 
Although in the past, the role of cryptography referred only 
to the encryption and decryption of message using secret 
keys. But nowadays, the cryptography is used in many 
areas; it is because of the digitization. 
It is generally classified into two categories, the symmetric 
and asymmetric. The data transferred from one system to 
another over public network can be protected by the method 
of encryption. On encryption the data is encrypted or 
scrambled by any encryption algorithm using the key. 
The user having the access to the same key can decrypt the 
encrypted data. Such a cryptosystem is known as private 
key or symmetric key cryptography. There are many 
standard symmetric key algorithms available. Some popular 

ones are as:. AES advanced encryption standard, 3DES 
triple data encryption standard etc. All these standard 
symmetric algorithms defined are proven to be highly 
secured and time tested. The main problem related to these 
algorithms is the key exchange. All the communicating 
parties require a shared secret key. This key is required to 
exchange between them to establish a secured 
communication. Therefore the security of the symmetric 
key algorithm depends on the security of the secret key. 
The Key size is typically hundreds of bits in length. The 
key size also depends on the algorithm used. The key 
cannot be shared online. Also when a large number of 
communicating parties are there, then in that case the key 
exchange is infeasible & very difficult too. All such 
problems are countered by the public key cryptography. 

 
Fig. 1 public key cryptography 

 
In public key algorithm a shared secret can be established 
online between communicating parties without any need for 
exchanging any secret data. 
This paper describes the Implementation of Some Modern 
RSA Variants algorithm using Fermat’s theorem. 
 

II. PREVIOUS RIVEST, SHAMIR, AND ADELMAN 

(RSA) 
RSA is the asymmetric or public key cryptography system. 
The security of RSA public key cryptosystem is based on 
the larger value of modulus. One of the main problems 
associated to RSA cryptosystem is factorization. The public 
key cryptosystem RSA is the first and most popular 
cryptosystem for performing encryption and decryption of 
data, to keep data secret, to transfer data from one location 
to another. Also it is known that the security of RSA 
depends on large factorization. If the factorization is 
possible then the whole algorithm can become breakable. 
Authors proposed a new methodology to change the 
original modulus with the fake modulus. Therefore if the 
hacker factorizes this new modulus value then he will not 
be able to locate the original decryption key. 
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III. COMMON PROBLEMS IN EXISTING RSA 

VARIANTS 
1) The main disadvantage of RSA encryption its slower 
speed. 

        2) Not secure against Weiner’s attack 
        3) Not secure against common modulus attack 

 
IV.   THE NEW APPROACH RSA CRYPTOSYSTEM 

 
Encryption step: 
The steps of the proposed work are as follows: 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

Decryption step: 
In this step, we will use the larger value of d. Also we will 
split the n in to p and q. Then we will compute the plain 
text by applying the Fermat’s theorem as follows: 
 

 
 
 
 
 
 
 
 
 
 
 

                            DECRYPTION TIME 
 
 
 
 
 
 
 
 

Fig. 2 comparison between decryption time of pervious and proposed rsa 
 

V.  CONCLUSION 

In this paper, the implementation of RSA cryptosystems is 
discussed. The problems related to pervious RSA 
cryptosystem are discussed. Also our proposed 
cryptosystem is more secure against low decryption 
exponentiation attack, and common module attack. The 
proposed scheme improves the security and it is faster in 
comparison to current variant of RSA cryptosystem.  
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1.  First choose random large prime   integers p and q of 
roughly the same size but not too close to each other. 

2.  Calculate the product n = p×q (ordinary integer 
multiplication) 

3.  Choose a random encryption exponent e It must not 
has any common factor with either p-1 or q-1. 

4.  Compute e×d mod (p-1) × (q-1) = 1 
5.  Encryption Step: 

c = me mod n 

1) Compute: 
X1 =  cdp  mod p 

X2 = cdq  mod q 
Where d×p = d mod p-1 
& d×q = d mod q-1 

2) Compute: 
W = (X2 – X1) ×W1 mod q 
Where W1 = p mod inverse q 

3) Then finally compute: 
M= cd  mod n = X1 + W × p 

PERIVIOUS 
RSA(GREATER  TIME)

PROPOSED RSA 
(ALL MOST  LESS THAN  HALF)  

Step l: In first step choose two prime numbers p and 
q. 

Step 2: The second step toward this approach is to 
compute "Pe " (possible values of e) such 
that ( p - 1) and (q - 1) are relatively prime. 
gcd[e, <P(n) ] = 1,where 1 < Pe <<P( p. q) . 

Step 3: In next step selects the value of "e " from " 
pe" and chosen "d" such that [e. d mod 
<P(n) ] = 1 

Step 4: In this step, finds the "Se" where "Se" are 
special values of "Pe" which are multiplied 
by "n" and produce fake modulus "Fn". The 
new modulus “Fn” is used in place of 
actual modulus “n” and does the process of 
encryption and decryption. If the results of 
decryption and plaintext are matched, then 
the selected value that was considered "Se" 
will be the desired value. Similarly on other 
hand if the plaintext and decryption results 
are not matched then the selected number 
must be again set for Se . 
If "Se " has not found go back to step 3 
change the value of "e" and choose "d" then 
repeat step 4. 

Step 5: In this step, approach computes "Fn" that is 
theproduct of "n" and "Se" as 
Fn =n * Se Eq (1) 
Where "Fn" = fake modulus value, n= 
product of two prime numbers p and q 
Se = special value of Pe 
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